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/ About me

Passionate about secrets management and (sometimes 
over-) engineering IT automation with a touch of 
Kubernetes, Terraform and/or Ansible magic. 

HashiCorp Vault, Kubernetes, Ansible, Terraform 

Introduction

Leon Krass
Technical Leader

for HashiCorp Vault
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Who is SVA?
/ About us

Company 
objectives

Quality & 
Integrity

Customer 
Appreciation

Motivating 
environment 

for employees 
& partners

Development

Support

Delivery

We accompany our 
customers on a long-
term basis throughout 
the project lifecycle.

Biggest owner-operated 
system integrator in Germany

Steady growth with more 
than 3.500 employees
in Germany
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INDUSTRIES
such as

/ About us

Locations
28

Wiesbaden

Who is SVA?

AUTOMOTIVE

MACHINARY & PLANT 
ENGINEERING

RETAIL

FINANCE & 
INSURANCE

TELECOMMUNI-
CATIONS

PUBLIC

€

HEALTH CARE
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/ About us

What brings a German 
integrator to the US?

4 Partnership with HashiCorp to 
bring their products to the 
German market

4 Insights from deploying the 
products at our customers

4 Share lessons learned & 
contribute back to the 
community
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Plan your setup Deploy your Vault Configure and operate 
your Vault

Wrap-Up

Lessons Learned from Deploying Vault at Scale
/ Overview

1 2 3 4
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Plan your setup
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Where to run Vault?
/ Plan your setup

Costs

Complexity

Attack Surface

…

On Prem
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Where to run Vault?
/ Plan your setup

Bare-Metal

Costs

Complexity

Attack Surface

…

On Prem
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Where to run Vault?
/ Plan your setup

Bare-Metal VM

Costs

Complexity

Attack Surface

…

On Prem
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VM

Where to run Vault?
/ Plan your setup

Bare-Metal

Costs

Complexity

Attack Surface

…

On Prem

Kubernetes



SVA System Vertrieb Alexander GmbH / 12

Cloud

Where to run Vault?
/ Plan your setup

Costs

Complexity

Attack Surface

…

Cloud
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Architecture
/ Plan your setup

Performance Secondary Disaster Recovery Secondary

Primary

On Prem
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4 Keys are stored in 
Transit Engine of 2nd

Vault

4 Can be managed locally

4 Simple to setup, but 
maintenance overhead

Auto unseal
/ Plan your setup

2nd Vault

On Prem
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4 Keys are stored in 
Transit Engine of 2nd

Vault

4 Can be managed locally

4 Simple to setup, but 
maintenance overhead

4 Keys are stored in 
external public cloud

4 Needs internet access

4 Simple to setup, but 
keys in non sovereign 
environment

Auto unseal
/ Plan your setup

2nd Vault Cloud KMS

On Prem
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4 Keys are stored in 
Transit Engine of 2nd

Vault

4 Can be managed locally

4 Simple to setup, but 
maintenance overhead

4 Keys are stored in 
external public cloud

4 Needs internet access

4 Simple to setup, but 
keys in non sovereign 
environment

4 Keys are stored on 
hardware

4 Local access only

4 Expensive and 
complex, but most 
secure

Auto unseal
/ Plan your setup

2nd Vault Cloud KMS HSM

On Prem
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TLS

4 Get your Certificates right!

4 Automate renewals

4 Use e2e TLS

4 Let Vault manage its own 
certificates

4 Hard to bootstrap, but worth it

/ Plan your setup
On Prem
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Storage
/ Plan your setup

On Prem

Use Vaults integrated Raft storage!

except...

4 … you run dev mode

4 … you have a single node cluster

4 … need more performance (à Consul)
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/ Plan your setup

Load Balancing

4 Use Performance 
Standbys

4 Use a proper balancer
(Nginx, F5, HAProxy, …)

4 Be aware of Vaults health 
check return codes

4 Virtual IPs also work

On Prem



SVA System Vertrieb Alexander GmbH / 20

/ Plan your setup

Further considerations

4 Network

4 Update Strategy

4 Identity Management

4 On- & Offboarding

4 …
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Deploy your Vault



SVA System Vertrieb Alexander GmbH / 22

Use automation
/ Deploy your Vault

On Prem
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Use automation
/ Deploy your Vault

Cloud
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Use automation
/ Deploy your Vault

Cloud
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Use automation
/ Deploy your Vault

Cloud

registry.terraform.io

https://registry.terraform.io/modules/hashicorp/vault-enterprise-hvd
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Production Hardening
/ Deploy your Vault

Minimal privileges Single Tenancy

No swap or core dumps No root tokens

Audit Logs

Updates

Synchronized Clocks

e2e TLS

…
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Production Hardening
/ Deploy your Vault

developer.hashicorp.com

https://developer.hashicorp.com/vault/docs/concepts/production-hardening
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Configure and operate
your Vault
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Infrastructure as code
/ Configure and operate your Vault
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Backup & Restore
/ Configure and operate your Vault

Vault S3 Storage

Snapshot

Restore
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Observability

Logs

4 Operational Logs 

4 Audit Logs

4 Use log aggregation system 
and/or SIEM 

/ Configure and operate your Vault
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Observability

Logs

4 Operational Logs 

4 Audit Logs

4 Use log aggregation system 
and/or SIEM 

Metrics

4 Configure the telemetry stanza

4 Collect and aggregate your 
metrics in a proper backend

4 Enable alerting on key metrics

/ Configure and operate your Vault
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Observability

Logs

4 Operational Logs 

4 Audit Logs

4 Use log aggregation system 
and/or SIEM 

Metrics

4 Configure the telemetry stanza

4 Collect and aggregate your 
metrics in a proper backend

4 Enable alerting on key metrics

/ Configure and operate your Vault

Synthetic Monitoring

4 Write automated tests for your 
standard workflows

4 Run tests continuously

4 Keep track of results and 
execution time
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Observability
/ Configure and operate your Vault

hashicorp.com/blog

https://www.hashicorp.com/blog/hashicorp-vault-observability-monitoring-vault-at-scale
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Troubleshooting
/ Configure and operate your Vault

Unseal / Recovery
Keys

Logs & 
Log Level

(Physical) 
Access
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Wrap-Up



Leon Krass
Technical Leader HashiCorp Vault

+49 151 53882677
leon.krass@sva.de
www.sva.de

SVA System Vertrieb Alexander GmbH
Location Hamburg
Große Elbstraße 273
22767 Hamburg

Contact
/ Got questions?

Slides
/ Grab your copy!

http://www.sva.de/
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